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Abstract
The article looks at the changing role of the archivist in the electronic age. It considers the new 
challenges posed, and some of the ways in which they are being met. Physical threats to records 
include technology obsolescence and physical deterioration of media. But a more fundamental issue 
that archivists and records managers have had to face is to reconsider what it is that constitutes a 
genuine 'record'. Only then can policies be put in place to ensure that they are preserved for as long 
as they are needed. 
Introduction
Over the last 50 - 100 years technological advances have changed the way we handle data to such 
an extent that we can now speak of a real 'information revolution'. Simple and efficient methods 
now exist to create, retrieve and share information. However, there are some corresponding 
headaches for those in professions dedicated to the preservation of records. As Jeff Rothenberg 
famously said "digital information lasts forever - or five years, whichever comes first" [1]. This 
article aims to summarise some of these issues, and to consider the ways in which archivists and 
records managers are having to rethink their profession in order to meet the new challenges. While 
these changes are not painless, they bring many benefits in new ways of working and closer 
relationships with colleagues in related professions. The way forward in this field is certainly 
through international and cross-disciplinary cooperation, and a number of models are already 
emerging. 
The challenge
Preserving access to the record
Increasingly librarians and archivists are finding their roles converging as both take on 
responsibility for the long-term preservation of digital materials. So although I will speak mainly 
about archives it is fitting to begin by referring to a study commissioned by the Research Libraries 
Group (RLG), which stated "digital materials, regardless of whether they are created initially in 
digital form or converted to digital form, are threatened by technology obsolescence and physical 
deterioration.[2]
" The first of these threats arises from the fact that electronic records, unlike their counterparts on 
paper, are not directly readable by humans. They are machine-dependent, and if the hardware and 
software required to read them is no longer available they cannot be accessed. The classic example 
is that of the 1960 US Census records. In 1976 the National Archives identified some of this data, 
which the Census Bureau had retained in what it regarded as 'permanent' storage, as having long-
term historical value. However, by that time the UNIVAC type II-A tape drive needed to read the 
tapes was long obsolete. Often some sort of data rescue can be achieved (as was finally the case for 
most of the 1960 Census records), but it may be very expensive and there can be no guarantee that 
all the information will be recovered. The media themselves (tapes, disks, etc) are inherently less 
stable than traditional materials. Whilst paper or parchment can survive ‘benign neglect’ for many 
years, magnetic media deteriorate more quickly and need to be regularly checked and refreshed. 
Electronic documents are also vulnerable to accidental damage; they can be accidentally deleted in 
a keystroke. 
Preserving a genuine record
The International Council on Archives defines a record as "a specific piece of recorded information 
generated, collected or received in the initiation, conduct or completion of an activity, and that 
comprises sufficient content, context and structure to provide proof or evidence of that 
activity.[3]"This rather long definition was developed precisely because of the new challenges 
posed by electronic media. With the advent of computers it is very easy to create and store 
information and documents that do not have the characteristics of a genuine 'record'. In this 
definition, the content refers to the actual data, words, numbers, 
sounds, etc, produced by the creator of the record. The structure refers to the relationships between 
these data, for example which words represent a heading, or an address, or the body of the text. It 
also includes the links between different files that may make up one record, for example in a 
relational database. The context provides information about the activity and circumstances which 
gave rise to the record, who produced it, why it was produced, how it was used, how it relates to 
other records, etc. Of these, the context is often the most difficult to preserve in an electronic 
document. 
Recognition of the need for contextual information has long been at the heart of archival principles. 
Most published items, such as library books, contain a certain amount of explanatory information as 
well as their main content, for example there will be the name of the author, a publication date, and 
probably some sort of general introduction which gives some idea of why the book was produced 
and for what sort of audience it is intended. An individual archival record usually lacks this 
information; it is simply a piece of recorded information that was produced in the course of some 
activity. Hopefully an office memo made sense in the context in which it was created - the creator 
and other users understood what it was about and what role it played in their business. But how 
much sense is it going to make, by itself, to a historian consulting it in an archive 100 years, or even 
10 years, later? For this reason archivists try to catalogue each record thoroughly, giving particular 
importance to its provenance. For this reason also, the original order of records is respected when 
they enter an archive. The way the records were arranged during their active life (e.g. the office 
filing system) may not be the most convenient way of arranging the data for future historians but it 
does give invaluable information on the context in which the different items were created and how 
they relate to each other. This would be lost if the records were rearranged. 
So, for paper records, preserving record systems can provide valuable contextual information that 
will help the records to be interpreted in the future. But one of the great advantages of electronic 
documents is that they do not need to be stored in one physical place. They are easily shared 
between work groups, and virtual documents can be created 'on the fly' to satisfy each individual's 
requirements. This means that the sort of contextual information that was intrinsic to most paper 
records is often lacking in the electronic environment. If it is not actively provided, for example by 
the provision of adequate metadata, the documents can be difficult to use for current business and 
may lose their value as archival records. 
Once a valid record has been created it must be preserved as a valid record for as long as it is 
required, and here the issue of authenticity is crucial. Another great advantage of electronic records 
for business purposes is that they can easily be edited and updated, but it is important to keep track 
of these changes in order to guarantee that the record really is the genuine article. It is very easy to 
alter electronic documents without anyone being aware of the fact. Of course, paper records can be 
forged too, but this is harder to do and easier to detect. This concern is clearly shown in the 
uncertainly surrounding the legal admissibility of electronic records, but in fact this is only one 
instance of the general rule that a genuine record must provide valid evidence. 
Meeting the challenge
•  The most obvious challenge of recordkeeping in the electronic environment is the technical one; 
it was the affair of the unreadable 1960 Census records that led the Committee on the Records of 
Government to say "the United States is in danger of losing its memory."[4]But technical solutions 
alone are not sufficient; archivists and records managers have also been obliged to rethink some of 
their assumptions about what constitutes the 'record' that they are trying to preserve. This provides 
the basis for policies which will ensure that correct procedures are followed and the appropriate 
technical solutions correctly applied. 
Nature of the record
A number of projects have addressed the issue of what constitutes a record. In 1993 the University 
of Pittsburgh School of Information Sciences began a research project to examine variables that 
affect the integration of recordkeeping requirements in electronic information systems. [5] The 
major objectives of this research project were to develop a set of well-defined recordkeeping 
functional requirements, satisfying all the various legal, administrative and other needs of a 
particular organization, which can be used in the design and implementation of electronic 
information systems. In September 1996 the project published a Framework for Business 
Acceptable Communications, including Functional Requirements for Evidence in Recordkeeping, 
and Metadata Specifications based on them. Its specifications have been adopted as the basis for a 
number of archival electronic recordkeeping implementations, for example at Indiana University.[6]
At around the same time, a research project by the University of British Columbia's School of 
Library, Archival and Information Studies aimed to identify and define the requirements for 
creating, handling and preserving reliable and authentic electronic records.[7] The UBC Project 
researchers worked in close collaboration with the U.S. Department of Defense Records 
Management Task Force to identify requirements for Records Management Applications (RMA). 
The resulting standard (DOD 5015.2) [8]  is now in use by the U.S. Defense Information Systems 
Agency to certify RMA vendors. InterPARES (International Research on Permanent Authentic 
Records in Electronic Systems) is the second phase of the UBC Project, intended to address the 
long-term preservation of inactive electronic records (i.e. records which are no longer needed for 
day-to-day business but which must be preserved for operational, legal, or historical reasons)[9] . 
Technical issues
This is intended only as a very brief overview. More detailed information is available elsewhere 
[10]; in particular, guidelines for storage and physical conservation are well covered [11]. There are 
three main technical strategies to address digital preservation, and each has its supporters and critics 
and its own advantages and disadvantages (Jean Marie Deken gives a good introduction to this and 
other matters concerning archives and records management in the electronic environment) [12]. 
• Technology preservation - preserve the original software (and the operating system and 
hardware on which to run it) that was used to create the record. 
• Technology emulation - program future computer systems to emulate obsolete computer 
platforms and operating systems. 
• Information migration - ensure that the digital information is re-encoded in new formats 
before the old format becomes obsolete. 
Encapsulation is a technique that involves grouping a digital object (e.g. the record) with anything 
else necessary to provide access to that object and containing them within physical or logical 
structures called 'containers' or 'wrappers'. It is useful both in implementing emulation and also in 
attaching metadata to a record. In order to demonstrate that none of the information has been altered 
the encapsulated 'package' may be secured by digital signatures (see, for example, the Victorian 
Electronic Records Strategy, described below). 
Policy issues
Since good information management is fundamental to all organisations it is important for them to 
ensure that their corporate policy is clear and well communicated, and that there is adequate funding 
and expertise available to implement it. Where many organisations are facing the same challenges it 
makes sense for them to try to work together, and this is particularly true in the archive profession 
where the individual units can be quite small. In the UK, funding from Resource (the recently 
formed Council for Museums, Archives and Libraries) has supported the production of the 
Preservation Management of Digital Materials Workbook [13]. This is currently available as a pre-
publication draft, and aims to identify good practice in creating, managing and preserving digital 
materials, and to provide practical tools to assist in that process. Amongst other things it describes 
the sort of issues that should be addressed in formal corporate policies, such as the status and 
definition of the electronic record, and relevant roles and responsibilities within the organisation. It 
then treats corporate strategies in more detail: 
"The following issues should be addressed in corporate strategies and may well require other 
supporting documents setting out in more details how the strategies can be achieved: 
• Authenticity - What organisational and technical strategies will ensure that the electronic 
record is reliable and legally admissible? 
• Appraisal and retention periods - How will they be developed and applied? 
• Migrating records worthy of permanent preservation to new systems - How will they remain 
accessible and usable for as long as they are needed? 
• Selection of media and formats - What standards should be used for various categories of 
electronic documents across the organisation? 
• Metadata - How will essential metadata be defined and how can it be ensured that it will 
remain linked to the corporate record? 
• Training and awareness raising for staff - What ongoing training requirements and 
supporting guidelines are required to support good records management practice? 
• Compliance with the corporate policy - How will compliance with the corporate policy be 
monitored?" 
Some codes of practice have appeared regarding the legal admissibility of electronic records[14]. 
Other important legal issues to be addressed relate to relevant national or international laws on 
freedom of information (access) and data protection (privacy), and copyright.
Changing approaches
What's different now?
From a preservation point of view a major difference between paper and digital documents is the 
time scale in which decisions and action must be taken. Actions and decisions that used to be taken 
towards the end of a document's life, where the choice was between 'destroy' or 'send to the archive', 
now typically need to be taken at the moment when the document is created so that it can be 
actively managed throughout its life-cycle. Indeed the whole concept of a 'life-cycle' has been called 
into question as inappropriate to the electronic environment, where records move into and out of 
active use much more often [15]. Likewise it is no longer clear that the best way to preserve a 
record is for it to enter the custody of the archive. Sometimes it may be more appropriate for the 
archive to have 'intellectual' control of the record, but for it to be physically located and preserved 
elsewhere [16]. 
Another change is that many more stakeholders are now involved in the long-term preservation of a 
record. The creators of the documents, the IT specialists who manage them, as well as archivists, 
records managers and librarians all have a role to play and their immediate concerns and priorities 
may be very different. Further confusion may arise from differences in terminology which can 
make it difficult for them to cooperate effectively; for example, words such as 'record' and 'archive' 
have clear but quite different meanings to archivists and IT specialists. Some misunderstandings are 
more subtle, for example 'metadata' is similarly understood by both, but tends to have a broader 
meaning to archivists than in the IT world where the emphasis is more on automatically captured 
data to aid resource discovery. It is worthwhile for collaborations to spend some time at the outset 
establishing a common vocabulary. 
What has to change?
The most important step to meet these changes is for archivists and records managers to get more 
closely involved with the other professionals involved in electronic recordkeeping. One way to 
facilitate the involvement of all relevant sectors is for an organisation to establish a cross-
disciplinary committee to develop its electronic recordkeeping policies and objectives. This 
committee can then allocate implementation tasks wherever the relevant skills exist. This 
cooperation can function in-house, between organisations or internationally (e.g. the 
multidisciplinary DLM Forum organised by the European Commission) [17] . 
Such cooperation will also allow archivists and records managers to be involved at the point of 
creation of the record (which has long been their aim in theory, but too seldom put into practice) 
rather than the point of destruction. Records appraisal now needs to be built into recordkeeping 
systems at the design stage. This goes hand in hand with a move towards functional appraisal, 
which uses tools such as business process modelling which were previously more familiar to 
systems designers than to archivists. This method makes explicit the business processes and 
information flow in the unit, then identifies the points at which a record (i.e. evidence) is required. 
The National Archives of Australia have adopted this as the basis of good recordkeeping [18]. The 
traditional records management approach has been to conduct a record survey to see what 
documents exist then to draw up retention schedules to specify for how long each of these series of 
records must be kept. The schedules are usually organised by record series and often a different one 
is produced for each organisational unit. This means that they quickly become out of date when any 
of these factors change, so some records managers have long been advocating functional appraisal
[19]. The new type of retention schedule for electronic records will reflect a more 'top down' 
approach and will contain mainly policy decisions about what activities and transactions the 
organisation needs to keep evidence of. These requirements will normally remain valid for some 
time. They will be supported by implementation guidelines, i.e. the detail of exactly how this will 
be achieved, and these will change as technology or organisational structure changes. The records 
inventory is still useful in drawing up these guidelines, and acts as a reality check on the business 
process model. 
Archivists and records managers are never going to be able to drive business processes, but they are 
able to contribute to process improvement. Information is a valuable resource and any organisation 
will benefit from using it more efficiently. Conversely, if valid records are not properly managed, 
not only will an archival resource be lost to future historians, but the organisation also faces a 
number of risks including failure to produce evidence that it has fulfilled its obligations, loss of 
proof of ownership or rights, inability to find information required for current activities, loss of 
efficiency if this information is difficult to find, and potential high costs of 'rescuing' it if it is not in 
a condition to be accessed directly. A good information strategy will ensure that when information 
is needed the user has access to a single authorised source that is easy to find and is maintained for 
as long as it is needed, but no longer. If access to the information needs to be restricted, appropriate 
controls can be put in place, but otherwise the whole organisation will benefit from sharing and 
exploiting it efficiently. This lies at the heart of the Knowledge Management that is currently in 
vogue, and also has an important role to play in Quality Assurance procedures. It is not only big 
business that is taking this on board, for example, the Joint Information Systems Committee (JISC) 
promotes the innovative application and use of information systems and information technology in 
higher and further education across the UK [20].
Best practice
A number of projects are underway which address various aspects of the electronic information 
challenge. There have been efforts to agree acceptable practices in the creation of digital material, 
and these guidelines will hopefully become even more widely observed. These usually include the 
observance of appropriate standards, the use of open, non-proprietary data formats, provision of 
documentation and metadata in accordance with emerging standards, and assigning permanent 
names to online digital resources. There is not yet any one accepted solution to long-term 
preservation, probably there never will be given the rapidly changing environment and the differing 
needs of different organisations, but some common approaches are emerging. One example is the 
Open Archival Information System (OAIS) model described below. Of the various practical 
implementations of electronic recordkeeping I have chosen to describe briefly that of the Public 
Record Office Victoria, Australia. It is not necessarily typical of models followed elsewhere, but it 
is a very good, practical working example. 
Open Archival Information System OAIS [21]
An initiative by NASA's Consultative Committee for Space Data Systems has led to the 
development of a Reference Model for an Open Archival Information System (OAIS) that is now 
being reviewed as a draft International Standardization Organization (ISO) standard and is expected 
to become a fully fledged standard in future [22] . It addresses the issue of what constitutes a 
genuine archive in the electronic era (as opposed to the sort of ‘archiving’ that really equates to 
moving data offline). But it is not limited to traditional archives, indeed it has more following in the 
library community where it has influenced (or been adopted by) a number of digital initiatives such 
as CEDARS, PANDORA and NEDLIB. By their definition an OAIS is an archive (consisting of an 
organisation of people and systems) that has accepted the responsibility to preserve information and 
make it available for a designated community. It lists the mandatory responsibilities of an OAIS 
archive as follows, it must: 
• "Negotiate and accept appropriate information from information Producers. 
• Obtain sufficient control of the information provided to the level needed to ensure Long-
Term Preservation. 
• Determine, either by itself or in conjunction with other parties, which communities should 
become the Designated Community and therefore should be able to understand the 
information provided.
• Ensure the information to be preserved is independently understandable to the Designated 
Community. In other words, the community should be able to understand the information 
without needing the assistance of the experts who produced the information. 
• Follow documented policies and procedures which ensures the information is preserved 
against all reasonable contingencies and enables the information to be disseminated as 
authenticated copies of the original or as traceable to the original. 
• Make the preserved information available to the Designated Community." 
These terms are fully explained in the model, as is the basic concept which involves packaging the 
'data object' with enough supporting information to make it understandable in the long-term to a 
designated user community. It specifies the types of information that should be captured and gives a 
functional model describing five functions of an archive. An observation by a couple of the 
participating bodies who were invited to comment on the draft is that it needs a preservation 
function as well as its archival storage function, and that it currently neglects this area and focuses 
more on access. But the model is an excellent conceptual framework that can (and already does) 
serve as a meeting place for the diverse community of institutions involved in long-term digital 
preservation, many of whom may never have thought of themselves as 'archives'. 
Victorian Electronic Records Strategy (VERS) [23]
The report, Keeping Electronic Records Forever commissioned by Public Record Office Victoria 
(PROV) in 1995-96, advocates that instead of taking a system oriented approach to electronic 
records, a data driven approach is more appropriate as the records will outlast any system developed 
to manage them. In order to achieve this the VERS project team first examined how records were 
created within Government and how they were used and archived, and made this explicit via 
process maps. They also looked at developments elsewhere in the world. They concluded that an 
electronic record had to be a fully self-documenting object, and chose to describe these objects in 
XML. They also determined that an electronic record was made up of one or more documents, 
contextual information relating this record with other records, and evidential integrity checks. They 
then built an archival system prototype and a retrieval system prototype, and created several sample 
working environments. They adopted a standard record format, the 'layered' (onion) model which 
encapsulates the documents, the context, and authentication in a single object, and they also adopted 
standard metadata sets (based on the Pittsburgh project model). The Final Report details the VERS 
project's findings and includes a general description of their prototype system, functional 
descriptions of electronic archiving, details of the VERS long term electronic record format, the 
metadata schema used by the project and costings of possible VERS compliant system 
implementations. 
Conclusion
Electronic records are just records. Archivists have long agreed that they should not be accorded 
greater or lesser importance because of their format. However, their format does require a change of 
approach. The policy may not change but its implementation does. Established principles of 
archives and records management can form a sound basis for new approaches, for example by 
clarifying the essential requirements of a genuine record, but they should not be allowed to limit the 
view. Archivists urgently need to learn how to work effectively with their fellow professionals who 
now share the responsibility for the preservation of records. In future good recordkeeping needs to 
be built into systems, not applied retrospectively at the end of a record's life-cycle, and archivists 
and records managers alone are unlikely to achieve this. Positive action is needed, but sometimes 
we all need a little encouragement that it is achievable. Help is at hand! Our professional societies 
and training bodies offer guidelines. Most of the projects I have mentioned here have excellent Web 
pages, which include bibliographies citing many other related studies and projects [24]. Standards 
are emerging and many practical implementations are helping to establish and share best practice. 
The Victorian Electronic Records Strategy offers the following heartening words: "As a result of 
this project we have concluded that the: 
• capture of electronic records into long term format, with much of the contextual information 
captured automatically, is possible and achievable now 
• archiving of electronic records is possible and achievable now.[25] " 
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